
The Cloud Accounting System 
The software and technology choices for the new APEL system (which receives compute 

accounting records) will be used to provide an environment where cloud accounting records 

gathered by resource providers may be sent to a Cloud Accounting System at STFC.  The 

software is written in Python and the data is stored in a MySQL database, the components of 

the system are: 

 

1. SSM 

2. Record loader 

3. MySQL Database 

 

1. SSM (Secure Stomp Messenger) 

The SSM can be used by the Cloud Resource Provider sites to send records to the Cloud 

Accounting database which will be set up at STFC.   

 

The messaging for the system uses ActiveMQ via STOMP.  Transport of records is done by 

the Secure Stomp Messenger (SSM) which is a tool developed here at RAL and written in 

Python.  The SSM python package is designed to send files using the STOMP protocol.  It is 

a general-purpose messaging system, originally designed for APEL but usable by any system 

using ActiveMQ/Stomp for peer-to-peer communication.  

 

Each file, containing accounting records, is encrypted using the certificate of the consumer to 

which it will be sent, and signed using the host machine's certificate.  On receipt, the file is 

decrypted and placed on the receiving machine's filesystem with a second file containing the 

sender's certificate DN.  

 

The SSM component utilizes the network of EGI message brokers and would run on both the 

cloud accounting server and on a client at the Resource Broker site. 

(Further, more detailed documentation about the SSM is available; the SSM software is being 

tested by several APEL client sites at the moment.) 

 

2. Record loader  

The Record Loader runs on the cloud accounting server here at STFC and takes the received 

messages and inserts the records contained in the message into the MySQL database (after 

some validation depending on requirements).    

 

The header in the message defines the type of records the message will contain and the 

version of the format.  This will enable us to identify newer versions if they are defined. 

 

An additional message type for Cloud Accounting Records will be defined and the record 

loader updated to process these. 

 

3. MySQL Database 

A MySQL Database will store the Cloud Accounting Records; the schema will be based on 

the decisions made about the Usage Record. 

 

A simple web page of information about the Cloud Accounting Records received should also 

be provided. 


